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Privacy Notice (How we use student information)

What is the purpose of this document?

Dales Academies Trust (Dales) is committed to protecting the privacy and security of your
personal information. This privacy notice describes how we collect and use personal
information about you during and after your school career with us, in accordance with the UK
General Data Protection Regulation (UK GDPR). It applies to all students.

Dales is a ‘data controller’. This means that we are responsible for deciding how we hold and
use personal information about you. We are required under data protection legislation to
notify you of the information contained in this privacy notice. This notice applies to current
and former students. It does not form part of any contract.

The categories of student information that we collect, hold and share about you
are:

e personal information (such as hame, address, bank details, next of kin details,
employee or teacher number, national insurance number)

e special categories of data including characteristics information such as racial or ethnic
origin, sexual orientation, religious beliefs, trade union membership, genetic or
biometric data, medical information including health and sickness records and
[information about criminal convictions and offences]

e contract information (such as start dates, hours worked, post, roles, training records
and salary information)

e recruitment information (including copies of right to work documentation, references

and other information included in a CV or cover letter as part of the application

process)

work absence information (such as number of absences and reasons)

qualifications (and, where relevant, subjects taught)

disciplinary, grievance and performance information

CCTV footage and other information obtained through electronic means such as

swipecard records

information about your use of our information and communications systems

e photographs

How is your personal information collected?
We typically collect information either directly or indirectly through application forms,
examination entries, attendance records, medical records, attainment records, consent forms,
computer records, photographs, video, CCTV and other applications.
Why we collect and use this information
We use the student data:

e to support pupil learning

e to monitor and report on pupil attainment progress
e to provide appropriate pastoral care
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e to assess the quality of our services

e to keep children safe (food allergies, or emergency contact details)

e to meet the statutory duties placed upon us for the Department for Education (DfE)
data collections

The lawful basis on which we use this information

We collect and use student information to meet legal requirements and legitimate interests
set out in the Education Act 1996 and Regulation 5 of the Education Regulations 2013. To
conform with GDPR, any information the academy processes fulfil one of the following
requirements from Article 6 of the GDPR:

1(b) processing is necessary for the performance of a contract to which the data subject

is party or in order to take steps at the request of the data subject prior to entering into

a contract;

e 1(c) processing is necessary for compliance with a legal obligation to which the controller
is subject;

e 1(d) processing is necessary in order to protect the vital interests of the data subject or
of another natural person;

e 1(e) processing is necessary for the performance of a task carried out in the public

interest or in the exercise of official authority vested in the controller.

Where we process special categories of personal data we do so under obligations covered in
Article 9 of GDPR:

e 2(g) — the processing is necessary for reasons of substantial public interest.

e Where the above do not apply the academy will seek consent for specific purposes in
line with the following Article 6.1.a.

¢ 1(a) the data subject has given consent to the processing of his or her personal data for
one or more specific purposes.

This will be done in writing and will clearly define any other uses of personal information and
ask for consent for each and every use.

Change of purpose

We will only use student information for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible
the original purpose. If we need to use your personal information for an unrelated purpose,
we will notify you and we will explain the legal basis which allows us to do so. Please note
that we may process your personal information without your knowledge or consent, in
compliance with the above rules, where this is required or permitted by law.

Special categories of data
This information includes ethnic group, medical information including health and sickness
records and requires higher levels of protection. We will need to have further justification for

collecting, storing and using this type of personal information. We may process special
categories of personal information in the following circumstances:
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¢ in limited circumstances, with your explicit written consent

e where we need to carry out our legal obligations or exercise rights in connection with
your employment

e where is it needed in the public interest, such as for equal opportunities monitoring or
for our occupational pension scheme

e less commonly, where it is needed in relation to legal claims or where it is needed to
protect your interests (or someone else’s interests) and you are not capable of giving
your consent, or where you have already made the information public.

Information about criminal convictions

We will only use information relating to criminal convictions where the law allows us to do so.
This will usually be where such processing is necessary to carry out our obligations and
provided that we do so in line with our data protection policy. Where appropriate, we will
collect information about criminal convictions as part of the recruitment process or where we
are notified of such information directly by you in the course of you working for us.

Collecting student information

Student data is essential for the schools’ operational use. Whilst the majority of pupil
information you provide to us is mandatory, some of it requested on a voluntary basis. In
order to comply with the data protection legislation, we will inform you at the point of
collection, whether you are required to provide certain pupil information to us or if you have
a choice in this.

Storing student data

Where information forms part of a student’s statutory education record, The Education
Regulations 2005 SI 2005 No. 1437, the academy will retain the information for 25 years from
the child’s date of birth. Other information will be retained only where it is required to perform
our legal obligations or where it is retained to safeguard and promote the welfare of children
and in accordance with our Data Retention Policy.

Who we share student information with:

We routinely share student information with:

schools that the students attend after leaving us
our local authority

the Department for Education (DfE)

School nursing service where appropriate

Youth support services (pupils aged 13+)

NHS where appropriate

Why we share student information

We do not share information about our students with anyone without consent unless we are
required to do so by law, or where we have another legitimate interest in doing so. We require
third parties to respect the security of your data and to treat it in accordance with the law.
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We share students’ data with the Department for Education (DfE) on a statutory basis. This
data sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our students with the (DfE) under regulation 5 of
The Education (Information About Individual Students) (England) Regulations 2013.

Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/data-
collection-and-censuses-for-schools.

Youth support services
Students aged 13+

Once our students reach the age of 13, we also pass student information to our local authority
and / or provider of youth support services as they have responsibilities in relation to the
education or training of 13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:

e youth support services
e careers advisers

The information shared is limited to the child’s name, address and date of birth. However
where a parent or guardian provides their consent, other information relevant to the

provision of youth support services will be shared. This right is transferred to the child /
pupil once they reach the age 16.

Students aged 16+
We will also share certain information about students aged 16+ with our local authority and /
or provider of youth support services as they have responsibilities in relation to the education
or training of 13-19 year olds under section 507B of the Education Act 1996.
This enables them to provide services as follows:

e post-16 education and training providers

e youth support services

e careers advisers

For more information about services for young people, please visit the local authority website.

The National Pupil Database (NPD)
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The NPD is owned and managed by the Department for Education (DfE) and contains
information about pupils in schools in England. This information is securely collected from a
range of sources including schools, local authorities and awarding bodies.

The data in the NPD is provided as part of the operation of the education system and is
used for research and statistical purposes to improve, and promote, the education and well-
being of children in England.

The evidence and data provide DfE, education providers, Parliament and the wider public
with a clear picture of how the education and children’s services sectors are working in order
to better target, and evaluate, policy interventions to help ensure all children are kept safe
from harm and receive the best possible education.

To find out more about the NPD, go to
https://www.gov.uk/government/publications/national-pupil-database-npd-privacy-
notice/national-pupil-database-npd-privacy-notice

Sharing by the Department for Education (DfE)

DfE will only share pupils’ personal data where it is lawful, secure and ethical to do so.
Where these conditions are met, the law allows the Department for Education (DfE) to share
pupils’ personal data with certain third parties, including:

e schools and local authorities

e researchers

e organisations connected with promoting the education or wellbeing of children in
England

o other government departments and agencies

e organisations fighting or identifying crime

For more information about the Department for Education’s (DfE) NPD data sharing process,
please visit: https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

Organisations fighting or identifying crime may use their legal powers to contact the
Department for Education (DfE) to request access to individual level information relevant to
detecting that crime.

For information about which organisations the Department for Education (DfE) has provided
pupil information, (and for which project) or to access a monthly breakdown of data share
volumes with Home Office and the Police please visit the following website:
https://www.gov.uk/government/publications/dfe-external-data-shares

How to find out what personal information the Department for Education (DfE)
holds about you

Under the terms of the UK GDPR, you are entitled to ask the Department for Education
(DfE):

o if they are processing your personal data
o for a description of the data they hold about you
o the reasons they’re holding it and any recipient it may be disclosed to
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o for a copy of your personal data and any details of its source

If you want to see the personal data held about you by the Department for Education (DfE),
you should make a ‘subject access request’. Further information on how to do this can be
found within the Department for Education’s (DfE) personal information charter that is
published at the address below:

https://www.gov.uk/government/organisations/department-for-education/about/personal-
information-charter

or
https://www.gov.uk/government/publications/requesting-your-personal-
information/requesting-your-personal-information#your-rights

To contact the Department for Education (DfE): https://www.gov.uk/contact-dfe

You also have the right to:

e object to processing of personal data where we are relying on a legitimate interest and
the processing is likely to cause, or is causing, damage or distress

prevent processing for the purpose of direct marketing

object to decisions being taken by automated means

request the transfer of your personal information to another party

in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we request
that you raise your concern with us in the first instance. Alternatively, you can contact the
Information Commissioner’s Office at https://ico.org.uk/concerns/

Contact

If you would like to discuss anything in this privacy notice, please contact:

Dales CEO, Mr Damian Chubb, 0330 124 2618, (c/o Oakbridge Church Of England
Primary School, Alvertune Road, Northallerton, DL6 2GD)
damian.chubb@dalesmat.org

Page 8 of 8


https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/requesting-your-personal-information/requesting-your-personal-information#your-rights
https://www.gov.uk/government/publications/requesting-your-personal-information/requesting-your-personal-information#your-rights
https://www.gov.uk/contact-dfe
https://ico.org.uk/concerns/
mailto:damian.chubb@dalesmat.org

